
THOR Cloud Updates - May 2020
Feature Overview and Use Cases



THOR Cloud



§ User downloads nothing but a small script
§ This script (seed) serves as 

§ Downloader
§ License Retriever
§ Managed Executor
§ Configuration Helper

§ Windows: thor-seed.ps1
§ Linux / macOS: thor-seed.sh
§ This script communicates with Nextron Cloud

and retrieves a THOR package and license
§ Includes all configs: scan config, false positive 

filters etc
§ Easy integration into any EDR or endpoint 

management solution 
(MDATP, Tanium, Intune …)

THOR Cloud – The Idea
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A. Vouchers for Trial Runs

B. Customer Portal
1. Download pages linked to a certain contract
2. Download pages linked to a user account and

all user contracts (automatically picks the 
most suitable)

§ THOR Seed script gets prefilled with 
such a custom download token
(maximum convenience)

§ Download page shows remaining quota

THOR Cloud – Quota and Licensing



§ PowerShell script (bash script N/A yet)
§ Runs with version 3 of PowerShell
§ Fully commented source code

§ Three modes of operation
1. with THOR Cloud
2. with ASGARD server (on-premise)
3. with custom URL (e.g. THOR Lite on local web server)

§ Two ways to get it
1. Download from github.com 

https://github.com/NextronSystems/nextron-helper-
scripts/tree/master/thor-seed

2. Download via Nextron Download page with prefilled 
Download token (API Key) to use it with THOR Cloud
(trial voucher or customer contract)

THOR Seed

https://github.com/NextronSystems/nextron-helper-scripts/tree/master/thor-seed


Usage with THOR Cloud
powershell.exe
-executionpolicy bypass .\thor-seed.ps1  
-UseThorCloud
-Token oF25AhL8gYbJBE

Usage with ASGARD server
powershell.exe
-executionpolicy bypass .\thor-seed.ps1 
-AsgardServer asgard1.local
-Token oF25AhL8gYbJBE

Usage with custom THOR package
powershell.exe
-executionpolicy bypass .\thor-seed.ps1 
-CustomUrl https://serv1/share/thor.zip

THOR Seed – Usage Examples



Integrated Config Section
§ Different presets
§ Default preset with quick scan setup

Find all command line flags here:
https://github.com/NextronSystems/n
extron-helper-scripts/tree/master/thor-
help

THOR Seed Config Sections

https://github.com/NextronSystems/nextron-helper-scripts/tree/master/thor-help


Integrated False Positive Filters
§ Each filter gets applied to each 

output log line
§ Strings are interpreted as regular 

expressions
§ Section has some examples

Users can adjust them to their custom 
environment and tools that get falsly 
flagged by THOR

THOR Seed False Positive Filters



First Showcase with Microsoft
Defender ATP
§ Upload THOR Seed to Live Response 

script library
§ Run THOR Seed with “run”

command
§ THOR Seed auto-detects

environment and makes some
adjustments 
(output path changed to 
C:\ProgramData\thor)

§ Retrieve reports with “getfile”
command

THOR Seed Integration: Windows Defender ATP



Pitfalls
§ Live Response is only available on 

Windows 10
§ No progress indication

§ After startring the script, all you see is a 
spinning command line cursor until the script 
ends. You can’t see the usual scrolling text and 
get all output at the end of the scan.

§ Script runtime is limited to 30 min
§ make sure to adjust config accordingly (default 

should do it, but be careful adding long running 
modules)

§ script runtime via API call is limited to 4 hours

§ Note the special way to pass the
command line flags
run thor-seed.ps1 -parameters "-
UseThorCloud -Token oF25AhL8gYbJBE"

THOR Seed Integration: Windows Defender ATP



§ Support Custom Signatures / IOCs
§ Retrieved via HTTP(S) from some location in the local 

network or Internet
§ Retrieve from MISP at runtime (?) 

§ Use of `--global-lookback` 
§ Available in upcoming THOR v10.5 
§ Allows to limit the scan to elements (file, registry, 

eventlog) that have been created or modified during the 
last X days

§ Reduces scan duration significantly and is the perfect 
option for SOC related use cases (suspicious case 
evaluation)

§ Improved HTML Reports
§ Layout & design

THOR Cloud Roadmap


